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Abstract

This report presents Sentinel Edge, a lightweight, secure, edge-first smart home platform
designed for low-latency, resilient home automation. The system integrates microcontroller-
based actuators and sensors (ESP8266/NodeMCU), a Raspberry Pi edge node for local
AT processing (gesture and voice recognition), a Flask web dashboard with SQLite audit
persistence, and optional Telegram bot integration via a TypeScript smart-home agent.

The architecture follows an edge-first design where intelligence and quick responses
are handled locally, achieving sub-second voice-to-actuator latency without cloud speech
APIs. MQTT serves as the central message bus with a single source of truth in shared/mqtt_topics.py.
A Guardian FSM (finite-state machine) in the dispatcher enforces six operational modes
and autonomous safety escalation. Key features include multimodal control (voice, ges-
ture, dashboard, Telegram); offline Vosk speech recognition; MediaPipe gesture detection
with debounce filtering; automatic gas/flood responses with 30-second alert escalation;
role-based dashboard access; and remote HTTPS access via Cloudflare Tunnel without
port forwarding.

This report details the token pipeline, module map, Guardian FSM, MQTT taxon-
omy, hardware and firmware design, edge Al pipelines, dashboard architecture, command
traceability, testing methodologies, and integration audit findings.

Keywords: Edge Computing, Smart Home, MQT'T, Raspberry Pi, ESP8266, Gesture
Recognition, Voice Control, IoT, Embedded Systems
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1 Introduction

1.1 Background and Motivation

The proliferation of Internet of Things (IoT) devices has transformed modern homes
into connected ecosystems. However, traditional smart home solutions often suffer from
three critical limitations: high latency due to cloud dependency, privacy concerns from
continuous data uploads, and single points of failure when internet connectivity is lost.

Sentinel addresses these challenges by adopting an edge-first architecture where
computational intelligence resides locally on edge devices. This approach ensures real-
time responsiveness, preserves user privacy, and maintains functionality during network
outages.

1.2 Project Objectives
The primary objectives of the Sentinel project are:

1. Design and implement a lightweight smart home platform with local decision-making
capabilities

2. Integrate multimodal control interfaces including gesture recognition and voice com-
mands

3. Implement automatic safety responses for environmental hazards (gas leaks, flood-
ing)

4. Provide remote monitoring and manual control through a web dashboard with audit
trail

5. Ensure system resilience through decentralized communication using MQTT
6. Support Telegram-based remote control via a TypeScript smart-home agent

7. Enable secure remote access through Cloudflare Tunnel without port forwarding

1.3 Document Organization

This report is organized as follows: Section 2 presents the system architecture, token
pipeline, module map, and three-layer platform design. Section 3 details hardware imple-
mentation and configuration portability. Section 4 describes edge AI modules and end-to-
end input pipelines. Section 5 covers the Guardian FSM and dispatcher logic. Section 6
documents the MQTT communication protocol. Section 7 discusses the dashboard, back-
end API, and command trace pipeline. Section 8 presents testing, E2E coverage, and
integration audit findings. Section 9 concludes with outcomes and future work.

2 System Architecture

2.1 Overall Architecture

Sentinel employs a distributed, event-driven architecture with MQTT as the central mes-
sage bus. Figure 1 illustrates the complete system architecture.

7
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MCU Devices (ESP8266/NodeMCU)

1
MQTT Broker (Mosquitto)

)

Raspberry Pi (Edge AI + Dispatcher) Backend API (Flask)

i}
’ Web Dashboard ‘

Figure 1: System Architecture Diagram

2.2 Architectural Principles

The architecture is guided by the following principles:

e Edge-First Computing: Local processing reduces latency and cloud dependency

outages

Decoupled Communication: MQTT topics decouple publishers from subscribers
Modular Design: Components can be added, removed, or replaced independently
Security by Design: TLS support for MQTT, authentication for broker access

Fail-Safe Operation: Local autonomy ensures continued operation during cloud

2.3 Component Overview

Table 1 summarizes the main system components and their responsibilities.

Table 1:

System Components and Responsibilities

Component

Responsibilities

MCU Devices

Actuator control (relays, servo, LEDs); sensor polling;
WiFi/MQTT management; local safety responses

Raspberry Pi

Gesture recognition; voice recognition; action routing;
alarm handling; state management

MQTT Broker

Message routing; topic-based pub/sub; optional TLS en-
cryption

Backend API

Event aggregation; log persistence; REST endpoints for
dashboard

Web Dashboard

User authentication; real-time state via Socket.IO; manual
commands; audit persistence

Smart Home Agent

Telegram bot integration; TypeScript command publish-
ing

2.4 Token Pipeline

All user and sensor inputs converge on a canonical token vocabulary that the Guardian

FSM and MCU understand. Figure 2 summarizes the end-to-end flow.
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Inputs Brain DOut;}){uilzs
Voice Guardian FSM FoorR ? ay
Gesture — MQTT Bus — L%rllj Set a
Dashboard ActionRouter p
Gas Valve
Telegram 6 modes
Alerts

Figure 2: Token Pipeline: inputs are normalized to canonical tokens, routed through the
dispatcher, and executed on hardware

The platform targets sub-1s voice-to-actuator latency using offline Vosk STT on
the Raspberry Pi, with gesture commands typically completing in 150-250 ms end-to-end.

2.5 Module Map and Shared Contracts

The codebase is organized into five zones with explicit dependency boundaries, all sharing
a single MQTT topic contract:

e shared/mqtt topics.py — single source of truth for all topic names and broker
configuration

e raspberry-pi/ — dispatcher (action_router.py), gesture publisher, voice pub-
lisher

e hardware/mcu/ — modular NodeMCU firmware with swappable config.h

e dashboard/web/ — Flask server, Socket.IO, SQLite persistence

e smart-home-agent/ — Telegram bot (TypeScript) for remote commands

Topic mismatches between components (e.g., Telegram publishing home/fan/set while
the MCU expects home/commands) are documented in integration audit reports and
tracked in the backlog.

2.6 Three-Layer Platform Architecture

The web platform stacks three cooperating layers:

1. Authentication Layer: login, user roles (admin/operator), permissions, session
management

2. Device Control Layer: dashboard Ul, MQTT command publishing, real-time
state via Socket.IO

3. Audit Layer: command history, user tracking, activity logs, SQLite persistence
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2.7 End-to-End Platform Stack
From the operator’s perspective, the system spans five tiers:
1. Frontend: HTML/JavaScript dashboard with device cards and analytics
2. Backend: Flask API with authentication and RBAC
3. Realtime Layer: Socket.IO for live UI updates; MQTT for device pub/sub
4. Persistence: SQLite database (dashboard_data.sqlite3)

5. Hardware: NodeMCU, relays, servo, LED strip, MQ-2 gas sensor, flood sensor

3 Hardware Implementation

3.1 MCU Hardware Configuration

The primary board is a NodeMCU Amica running modular firmware from hardware/mcu/nodemcu-amic
One board controls three actuators plus status LEDs, with sensor inputs for gas and flood
detection.

3.1.1 Connected Components

e Relay Module — Door control

Relay Module — Fan control

LED Module — Strip / status lights

MQ-2 Gas Sensor — Analog/digital telemetry

Servo Motor — Door lock mechanism

3.1.2 Pin Mapping

The NodeMCU Amica board is used as the primary MCU. Table 2 shows the complete
pin mapping.

Table 2: NodeMCU Pin Configuration

Function NodeMCU Pin | Description

Gas Sensor D4 Digital input, HIGH = gas detected
Water Sensor A0 Analog input, flood detection

Door Servo D5 Servo output for lock control

Fan Relay DO Relay control for fan

Lights Output | D1 PWM output for lighting

Water Valve D2 Solenoid valve control

Gas Valve D6 Solenoid valve control

Door Indicator | D7 Status LED

Mode Indicator | D8 Mode indicator LED

10
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3.1.3 Wiring Guidelines

e LEDs: Driven active-high; connect anode through 22082 resistor to GPIO pin,
cathode to GND

e Relays: VCC to 5V supply, IN to control pin, common GND with NodeMCU

e Servo: SGI0 servo powered from stable 5V source (not NodeMCU regulator), con-
trol signal to D5

3.2 Configuration Portability

Deployment targets are switched without changing sketch logic. The MCU uses a BROKER_PROFILE
in config.h:
1 // BROKER_PROFILE: 1 = local Mosquitto, 2 = cloud broker (TLS)
2> #define BROKER_PROFILE 1
3
. #if BROKER_PROFILE ==
#define MQTT_HOST "192.168.x.x"
6 #define MQTT_PORT 1883
7 #elif BROKER_PROFILE ==
8 #define MQTT_HOST "cloud.broker.io"
9 #define MQTT_PORT 8883 // TLS
0o #endif

Listing 1: MCU Broker Profile Selection

Python services use env_loader.py to auto-select .env.local, .env.cloud, or .env.dev
based on the ENV variable, keeping broker host, port, and TLS settings consistent across
all components.

3.3 MCU Firmware Design
3.3.1 State Machine

The MCU implements a finite state machine with the following modes:
e HOME: Normal occupied operation

e AWAY': Energy-saving, security-enhanced mode

SLEEP: Reduced activity, minimal lighting

GUEST: Limited access privileges

ALERT: Hazard detected, automated responses active

EMERGENCY: Critical situation, all safety protocols engaged

3.3.2 Core Functions

The main loop implements non-blocking timing using millis() for cooperative multi-
tasking:

11
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void loop () {

// WiFi and MQTT connection management
ensureWifi () ;
ensureMqtt () ;

// Process MQTT messages
mgttClient .loop () ;

// System state update (sensors, actuators, timing)
sysState.update(mqttClient) ;

// Heartbeat logging
heartbeat () ;

Listing 2: MCU Main Loop Structure

3.3.3 Sensor Polling and Safety Responses

The pollSensors() function implements automatic safety responses:

void SystemState::pollSensors () {

3.4

// Gas detection
bool gasDetected = (digitalRead (PIN_GAS_SENSOR) == HIGH);
if (gasDetected && !'gasAlertActive) {
closeGasValve () ;
setMode (ALERT) ;
publishAlert ("home/alerts/gas", "GAS_DETECTED");
}
// Flood detection (analog threshold)
int waterLevel = analogRead (PIN_WATER_SENSOR) ;
if (waterLevel > WATER_THRESHOLD && !'floodAlertActive) {
closeWaterValve () ;

setMode (ALERT) ;
publishAlert ("home/alerts/flood", "FLOOD_DETECTED");

Listing 3: Sensor Polling Logic

Safety Features

Gas Detection: Immediate valve closure, alert publishing, mode transition to
ALERT

Flood Detection: Water valve closure, alert publishing, mode transition
Emergency Mode: All valves closed, lights and fan activated, door opened

Watchdog Recovery: Automatic reboot on repeated connection failures

12
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4 Edge AI Implementation (Raspberry Pi)

4.1 Gesture Recognition Module

4.1.1 Technology Stack

e MediaPipe for hand landmark detection
e OpenCV for camera capture and visualization
e Custom geometry-based gesture classification

e MQTT publishing for command distribution

4.1.2 Gesture Classification

The gesture classifier uses geometric relationships between hand landmarks:

def classify_gesture(hand_landmarks):
"""Classify hand pose into control tokens."""
finger_states = get_finger_states (hand_landmarks)

if is_thumb_index_close (hand_landmarks):
return "door_open"

elif all(finger_states): # All fingers extended
return "mode_home"

elif not any(finger_states): # Fist
return "mode_away"

elif finger_states[1] and not finger_states[2]: # Index only
return "fan_on"

elif is_pinch(hand_landmarks):
return "fan_off"

# Additional gesture mappings...

Listing 4: Gesture Classification Logic

Table 3 lists the complete gesture-to-command mapping.

Table 3: Gesture Command Mapping

Gesture Command Token
Index finger extended | fan on

Pinch (thumb-index) fan_off

Middle finger extended | lights on

Ring finger extended lights off

Pinky extended lights dim

Index + middle lights bright

Rock sign door open

Fist mode away

All fingers extended mode home
Two-hand fist emergency _activate

13



2
3
.

Sentinel — Edge Smart Home 14

4.1.3 Anti-Noise Filtering

The gesture publisher implements temporal filtering to prevent accidental triggers. A
gesture must be held for GESTURE_HOLD_FRAMES (default 8) consecutive frames before
publishing, followed by a GESTURE_COOLDOWN_S (default 2.0s) cooldown between identical
gestures:

HOLD_FRAMES = int(os.getenv ("GESTURE_HOLD_FRAMES", "8"))
COOLDOWN_SECONDS = float(os.getenv("GESTURE_COOLDOWN_S", "2.0"))

class GesturePublisher:
def update(self, new_gesture):
if new_gesture == self.last_gesture:
self .gesture_counter += 1
if (self.gesture_counter >= HOLD_FRAMES
and time.time() > self.cooldown_until):

self .publish(new_gesture)
self.cooldown_until = time.time() + COOLDOWN_SECONDS

self .gesture_counter = 0
else:
self.gesture_counter = 1
self.last_gesture = new_gesture

Listing 5: Gesture Anti-Noise Logic

MediaPipe runs at 640x480 with confidence thresholds of 0.7/0.6. An OpenCV fall-
back path is available if MediaPipe initialization fails.

4.1.4 Voice Command Pipeline

The voice pipeline operates entirely offline in six stages:
1. Mic Input: PyAudio captures at 16 kHz sample rate
2. Vosk Recognition: offline STT produces raw transcript (e.g., “turn on the fan”)
3. Normalization: normalize_command () maps phrasing to canonical token (fan_on)
4. MQTT Publish: token sent to home/voice/command
5. Dispatcher Route: ActionRouter republishes to home/commands

6. State Feedback: MCU publishes home/state/fan; dashboard updates via Socket.IO

Fuzzy matching uses a 0.65 similarity threshold (configurable), collapsing varied natural-
language phrasings into one token. End-to-end latency is under 1s.

4.1.5 Gesture Command Pipeline
The gesture pipeline follows a parallel six-stage flow:

1. Camera Init: OpenCV VideoCapture at 640x480
2. MediaPipe Detect: landmark-based classification (e.g., OPEN PALM)

3. Hold Frames: debounce requires 8 stable frames

14
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4. Cooldown Check: 2s minimum between sends
5. MQTT Publish: token sent to home/gesture/raw

6. State Feedback: actuator state confirmed on home/state/*

4.2 Voice Recognition Module

4.2.1 Vosk Integration

The voice module uses the Vosk offline speech recognition engine with a small English
model:

import vosk
import pyaudio

model = vosk.Model ("models/vosk-model -small-en-us-0.15")
recognizer = vosk.KaldiRecognizer (model, 16000)

# Command normalization dictionary
NORMALIZED_COMMANDS = {
"turn on the fan": "fan_on",
"fan on": "fan_on",
"turn off the fan": "fan_off",
"fan off": "fan_off",
"open the door": "door_open',
"close the door": "door_close",
"lights on": "lights_on",
"lights off": "lights_off",
# Additional commands...

Listing 6: Voice Recognition Setup

4.2.2 Fuzzy Matching
For robustness against recognition errors, fuzzy matching is implemented:
from difflib import get_close_matches

def normalize_command (transcript):
transcript = transcript.lower().strip()

# Exact match
if transcript in NORMALIZED_COMMANDS:
return NORMALIZED_COMMANDS [transcript]

# Fuzzy match (0.65 similarity threshold)
matches = get_close_matches(transcript, NORMALIZED_COMMANDS.keys (),
n=1, cutoff=0.65)
if matches:
return NORMALIZED_COMMANDS [matches [0]]

return None

Listing 7: Fuzzy Command Matching

15
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4.3 Dispatcher and Guardian FSM

The dispatcher (action_router.py) serves as the system’s policy engine, implementing
the Guardian FSM with six operational modes. It combines inputs from gesture, voice,
dashboard, Telegram, and sensor events to make decisions.

4.3.1 Mode Definitions and Effects

Table 4 summarizes each mode and its typical actuator effects.

Table 4: Guardian FSM Mode Definitions

Mode Typical Effects

HOME Fan off; door locked; gas/water valves open (nor-
mal operation)

AWAY Energy-saving; security-enhanced absence mode

SLEEP Reduced activity; minimal lighting

GUEST Limited access privileges for visitors

ALERT Fan on; affected valve closed; hazard response ac-
tive

EMERGENCY | Door open; full evacuation; all safety protocols
engaged

4.3.2 FSM Transitions

e mode token: voice/gesture/dashboard commands transition between HOME,
AWAY, SLEEP, GUEST

e gas/flood ALERT: MCU publishes on home/sensors/gas or home/sensors/flood
— dispatcher enters ALERT

e 30s countdown: if ALERT persists, auto-escalation to EMERGENCY (ALERT_ESCALATION_SECC
e alert cancel: user token aborts countdown and clears virtual alert state

e emergency cancel: returns system from EMERGENCY to HOME

4.3.3 Autonomous Gas Alert Pipeline
When gas is detected, the following sequence runs without human input:
1. MCU reads sensor threshold exceeded (GasSensor.h)
2. MCU publishes ALERT to home/sensors/gas (MqttHandlers.h)
3. Dispatcher transitions HOME — ALERT
4. Safety outputs: fan_on, gas_valve_closed published to home/commands
5. 30-second escalation countdown begins

6. Final state visible on dashboard: mode ALERT, fan ON, gas valve CLOSED

16
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4.3.4 ActionRouter State Management

1 class ActionRouter:

2 def __init__(self):

3 self .mode = "HOME"

4 self.fan_state = False

5 self .lights_state = False

6 self.lights_brightness = 100

7 self .door_state = "CLOSED"
8 self.gas_valve = "OPEN"
9 self.water_valve = "OPEN"

11 def _dispatch(self, token):

12 if token == "fan_on":

13 self . fan_state = True

14 self . _publish_command ("home/fan/command",
15 elif token == "mode_away":

16 self .mode = "AWAY"

17 self. _publish_command ("home/mode", "AWAY")
18 # Additional away mode actions

19 elif token == "emergency_activate':

20 self._set_mode_emergency ()

21 # Additional command handling...

Listing 8: Action Router Core Logic

4.3.5 Alert Escalation

The router implements automatic escalation from ALERT to EMERGENCY:

| self._alert_escalation_seconds = int(
2 os.getenv ("ALERT_ESCALATION_SECONDS", "30")

5 def _start_alert_countdown (self):

IIONII)

6 """Escalate from ALERT to EMERGENCY after 30 seconds."""

7 def escalate():
8 if self .mode == "ALERT":
9 self._set_mode_emergency ()

10 threading .Timer (self._alert_escalation_seconds, escalate).start()

Listing 9: Alert Escalation

4.4 Telegram Integration

The smart-home-agent/ module provides a TypeScript Telegram bot for remote com-
mands. It publishes MQTT messages when users interact via Telegram.
audit identified a topic mismatch where the bot publishes home/fan/set with JSON
payloads while the MCU expects plain tokens on home/commands; this is documented in

TELEGRAM_BOT_AUDIT_REPORT.md and tracked for resolution.

17
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5 MQTT Communication Protocol

5.1 Topic Taxonomy

All topic names are centralized in shared/mqtt_topics.py, loaded via env_loader.py.
Four categories define explicit publisher /subscriber contracts. Table 5 and the taxonomy

below reflect the canonical structure.

Table 5: MQTT Topic Structure

Topic Purpose Publisher — Subscriber
home/commands Main command ingress Dispatcher — MCU
home/voice/command Voice-derived tokens Voice Publisher — Dispatcher
home/gesture/raw Raw gesture predictions Gesture Publisher — Dispatche
home/state/fan Fan state snapshot MCU — Dashboard
home/state/door Door state snapshot MCU — Dashboard
home/state/led LED state snapshot MCU — Dashboard
home/state/mode Current system mode Dispatcher — All
home/state/gas_valve Gas valve state MCU — Dashboard
home/sensors/gas Gas sensor telemetry MCU — Dispatcher
home/sensors/flood Flood sensor telemetry MCU — Dispatcher
home/alerts/gas Gas alert (ALERT/CLEAR) | MCU /Dispatcher — All
home/alerts/flood Flood alert (ALERT/CLEAR) | MCU /Dispatcher — All
home/system/dispatcher/status | Dispatcher health Dispatcher — Dashboard

5.2 Message Formats

Two message formats are supported:

5.2.1 Plain Token Format

1 # Simple string payloads
> fan_on

3 lights_off

4+ door_open

5 mode_home

5.2.2 JSON Envelope Format

1 {

2 "v": 1,
"type": "command",
"source": "dashboard",
"device": "fan",

6 "topic": "home/commands",

7 "value": "fan_off",

8 "status": "REQUESTED",

9 "ts": 1716700000456

10 }

Listing 10: Structured Message Format

18
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5.3 QoS and Retained Messages
QoS 0: Telemetry data (sensor readings, heartbeats)

QoS 1: Commands and critical notifications

Retained True: State topics enabling new subscribers to get current state

Retained False: Transient messages (commands, alerts)

5.4 Broker Configuration

The Mosquitto broker supports TLS encryption. Environment variables control broker
connection:

1 MQTT_BROKER_HO0ST=192.168.1.100
> MQTT_BROKER_PORT=8883

3 MQTT_USE_TLS=true

4+ MQTT_USERNAME=sentinel_user

5 MQTT_PASSWORD=secure_password
¢ MQTT_CLIENT_ID_PREFIX=sentinel

Listing 11: MQTT Configuration Variables

6 Backend API and Dashboard

6.1 Dashboard Architecture

The dashboard (dashboard/web/server.py) is a Flask application with Socket.IO for
real-time updates. It subscribes to home/# via MQTT, persists messages to SQLite, and
exposes both local and remote access:

e Local: http://raspberrypi.local:5000

e Remote: HTTPS via Cloudflare Tunnel (scripts/run_dashboard_tunnel.sh) —
no port forwarding required

The dashboard serves two roles in one interface:

1. Remote Control: authenticated users send commands via buttons; execute_token
flows through Socket.IO — home/commands

2. Live Monitoring: subscribes to home/state/*; device states update in real-time;
all activity persisted for audit

Operational limits include MSG_LOG_MAX of 2000 messages and a 5-second device-action
timeout.
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6.2 Command Trace Pipeline

Every user action is traceable from origin to actuator to audit log:

1. User clicks “Turn Fan ON” (authenticated session)

2. Dashboard emits command via Socket.IO

3. Backend publishes fan_on to home/commands

4. MCU activates fan relay; publishes state to home/state/fan

5. Audit Log records user, command, timestamp, and result in audit_logs

Every command has an owner, destination, timestamp, and result.

6.3 Backend API
The Flask server provides REST endpoints for the dashboard and analytics:

Table 6: API Endpoints

Method | Endpoint Description

GET /api/devices List all devices with live state and commands
GET /api/analytics Device counts, commands today, uptime
GET /api/commands Command execution history

GET /api/audit Audit log entries with user attribution
GET /api/activity Recent activity feed

GET /api/state Latest MQTT state snapshots

GET /api/logs MQTT message log

GET /api/topics Configured topic names

GET /api/system-config | Broker and topic configuration

POST /login User authentication

POST /register User registration

6.4 Database Schema

SQLite (dashboard_data.sqlite3) stores users, devices, commands, and audit data in
a relational schema designed for traceability and future migration:

1 CREATE TABLE users (

2 id INTEGER PRIMARY KEY AUTOINCREMENT,
3 username TEXT UNIQUE NOT NULL,

I password_hash TEXT NOT NULL,
5 role TEXT NOT NULL DEFAULT ’operator’,
6 last_login REAL

9 CREATE TABLE devices (

10 id INTEGER PRIMARY KEY AUTOINCREMENT,
11 name TEXT NOT NULL,

12 type TEXT NOT NULL,

13 mgtt_topic TEXT UNIQUE,

14 status TEXT,
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)

last_state TEXT

CREATE TABLE commands (

5 )

id INTEGER PRIMARY KEY AUTOINCREMENT,
user_id INTEGER REFERENCES users(id),

device_id INTEGER REFERENCES devices (id),

command TEXT NOT NULL,
executed_at REAL NOT NULL,
success INTEGER,

source TEXT

CREATE TABLE audit_logs (

)

id INTEGER PRIMARY KEY AUTOINCREMENT,
user_id INTEGER REFERENCES users(id),
action TEXT NOT NULL,

details TEXT,

device_id INTEGER,

timestamp REAL NOT NULL,

success INTEGER

CREATE TABLE mqtt_messages (

)

)

6.5

id INTEGER PRIMARY KEY AUTOINCREMENT,
ts REAL NOT NULL,

topic TEXT NOT NULL,

payload TEXT NOT NULL

5 CREATE TABLE state_latest (

topic TEXT PRIMARY KEY,
payload TEXT NOT NULL,
updated_ts REAL NOT NULL

Listing 12: Core Database Schema

Web Dashboard Features

The dashboard provides:

e Real-time system status with device cards (Door, Fan, LED Strip, valves, sensors)

Analytics panel: total devices, active devices, commands today, system uptime
Manual command interface with per-device action buttons

Activity history showing source attribution (admin, voice, gesture, system)
User authentication with role-based access (admin/operator)

System overview page documenting architecture and command flow
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7 Testing and Results

7.1 Test Methodology

7.1.1 Functional Testing
e Gesture Recognition: 100 test gestures performed, accuracy measured
e Voice Recognition: 50 distinct commands, word error rate calculated
¢ Response Latency: End-to-end delay from command to actuator
e Safety Responses: Gas/flood simulation with sensor triggers

e Alert Cancel E2E: tests/e2e_alert_cancel.py validates FSM escalation logic

7.1.2 E2E Alert Cancel Test

The end-to-end test publishes a gas ALERT, waits 5 seconds, sends alert_cancel, and
asserts the dispatcher does not escalate to EMERGENCY:

# Publish gas ALERT
client.publish(’home/sensors/gas’, ’ALERT’)
time.sleep(5)

# Cancel via voice command topic

client .publish(’home/voice/command’, ’alert_cancel’)
# Assert no EMERGENCY escalation

assert status != ’EMERGENCY’

Listing 13: E2E Alert Cancel Test

7.1.3 Integration Audit

A self-audit documented known integration gaps:

e Telegram topic mismatch: bot publishes home/fan/set {JSON} while MCU
expects home/commands "fan_on" — command never reaches actuator

e E2FE assertion gap: test expects ALERT_CANCELLED string but dispatcher does not
publish that exact payload — test fails as written

Both findings are tracked in the backlog (TELEGRAM_BOT_AUDIT_REPORT.md).

7.1.4 Reliability Testing

e Wik disconnection and reconnection stress tests
e MQTT broker failure recovery
e Extended runtime (72+ hours) stability

e Concurrent command processing (10 commands/second)

22



Sentinel — Edge Smart Home

23

7.2 Results

7.2.1 Gesture Recognition Accuracy

Table 7 presents gesture recognition results.

Table 7: Gesture Recognition Results

Gesture Attempts | Success | Accuracy
Fan On (Index) 20 19 95%

Fan Off (Pinch) 20 18 90%
Lights On (Middle) | 20 20 100%
Lights Off (Ring) | 20 17 85%

Door Open (Rock) | 20 19 95%

Mode Away (Fist) | 20 18 90%

Mode Home (All) | 20 20 100%
Average 93.6%

7.2.2 Voice Recognition Accuracy

e Exact match accuracy: 82%

e With fuzzy matching (0.65 threshold): 94%

e Average processing latency: 0.8 seconds (sub-1s end-to-end to actuator)

7.2.3 System Latency

Table 8 shows end-to-end latency measurements.

Table 8: System Latency Measurements

Operation Latency (ms)
Gesture — MCU Actuator 150-250

Voice —+ MCU Actuator 800-1200
Dashboard Command — MCU | 50-100

Sensor Alert — Dashboard 100-200

7.2.4 Reliability Results

e Wik reconnection time: 3-8 seconds average
e MQTT reconnection success rate: 100% (50 tests)
e 72-hour continuous operation: No crashes, memory stable

e Maximum concurrent commands handled: 50/second without loss
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7.3

8

8.1

Challenges Encountered

Gesture False Positives: Solved with 8-frame hold debounce and 2s cooldown
(GESTURE_HOLD_FRAMES, GESTURE_COOLDOWN_S)

Voice Recognition Noise: Added audio preprocessing and VAD (Voice Activity
Detection)

MQTT Connection Drops: Implemented exponential backoff reconnection

MCU Memory Constraints: Optimized string handling, moved constants to
PROGMEM

Servo Power Issues: Added external 5V regulator for servo supply

Telegram Integration: Topic contract mismatch identified in audit; alignment
with home/commands pending

Remote Access: Cloudflare Tunnel adopted to avoid router port forwarding

Conclusion and Future Work

Conclusion

The Sentinel Edge Smart Home platform successfully demonstrates the viability of edge-
first architecture for smart home applications. Key achievements include:

Low-Latency Control: Sub-1s voice-to-actuator; 150-250ms for gesture com-
mands

Resilient Operation: System continues functioning during cloud outages with
local autonomy

Multi-Modal Interface: Voice, gesture, dashboard, and Telegram controls inte-
grated via canonical tokens

Guardian FSM: Six-mode state machine with autonomous gas/flood escalation
and user cancel window

Audit Trail: Every command traceable from user action to device response in
SQLite

Modular Design: Shared MQTT contract; swappable config.h and .env profiles

Remote Access: Cloudflare Tunnel enables HTTPS dashboard access without
port forwarding

The project meets all stated objectives and provides a foundation for further develop-
ment of edge-based home automation systems.
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8.2 Future Work

Potential enhancements for future iterations:

1. Machine Learning Improvements:

e Train custom gesture model for higher accuracy
e Implement continuous learning from user corrections

e Add support for multiple languages in voice control
2. Expanded Hardware Support:

e Zigbee/Z-Wave gateway integration
e Energy monitoring modules

e Security camera integration with object detection
3. Advanced Features:

e Scene programming and automation rules engine

Usage analytics and energy optimization

Voice cloning for personalized wake words

Integration with major smart home platforms (HomeKit, Google Home)
4. Integration Fixes:

e Align Telegram bot topics with home/commands canonical tokens

e Resolve E2E test assertions for alert cancel payload
5. Deployment Enhancements:

e Docker containerization for all components
Prometheus metrics and Grafana dashboards
OTA (Over-The-Air) firmware updates for MCUs

End-to-end encryption for all communication
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Appendix

A. Complete Command Token List

Token Action

fan on Turn fan on

fan _off Turn fan off

lights on Turn lights on

lights off Turn lights off

lights dim Dim lights (50% brightness)
lights bright Maximum brightness

door open Open door

door _close Close door

mode home

mode away

mode _sleep

mode guest
emergency activate
emergency cancel
alert cancel
status_query

Set HOME mode

Set AWAY mode

Set SLEEP mode

Set GUEST mode

Activate emergency protocols
Cancel emergency mode
Clear active alerts

Request system status

Table 9: Complete Command Token Reference

B. Environment Configuration Example

# Environment selector (env_loader.py picks

env.dev)
ENV=1local

# MQTT Configuration
5 MQTT_BROKER_HOST=1localhost

; MQTT_BROKER_PORT=1883

MQTT_USE_TLS=false

MQTT_USERNAME=
MQTT_PASSWORD=

MQTT_CLIENT_ID_

PREFIX=sentinel

# Gesture Recognition
GESTURE_HOLD_FRAMES=8
GESTURE_COOLDOWN_S=2.0

GESTURE_CONFIDENCE_THRESHOLD=0.7

7 # Guardian FSM

ALERT_ESCALATION_SECONDS=30

.env.local /
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# Voice Recognition

# Vosk model: models/vosk-model -small-en-us-0.15
2 # Fuzzy match threshold: 0.65

# Dashboard
DASHBOARD_PORT=5000

; MSG_LOG_MAX=2000

Listing 14: .env Configuration

C. Quick Setup Commands

# Clone repository

git clone https://github.com/yourusername/sentinel -edge-smart-home.git

cd sentinel -edge-smart-home
# Create Python virtual environment
python3 -m venv venv

source venv/bin/activate

# Install dependencies
pip install -r requirements.txt

# Start MQTT broker (local)

bash scripts/manage_mqtt_broker.sh start

# Run dashboard (Flask + Socket.IO0O + MQTT subscriber)

python3 dashboard/web/server.py

# Expose dashboard via Cloudflare Tunnel (optional)

bash scripts/run_dashboard_tunnel.sh

# On Raspberry Pi - start gesture publisher
python3 hardware/raspberry-pi/edge-ai/gesture_control/src/

gesture_publisher.py

# Start voice publisher

python3 hardware/raspberry-pi/edge-ai/voice_control/src/voice_publisher.

Py

» # Start dispatcher (Guardian FSM)

python3 hardware/raspberry-pi/dispatcher/action_router.py

Listing 15: Installation Commands
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